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*1 US-CERT 0000 http://www.us-cert.gov/aboutus.html
The United States Computer Emergency Readiness Team (US-CERT) is a partnership between the Department of Homeland
Security and the public and private sectors. Established in 2003 to protect the nation’s Internet infrastructure, US-CERT
coordinates defense against and responses to cyber attacks across the nation.
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000000 rubyOOODO CGIOOOO apt-listbugs 000000000400

acq = Debian::BTS::Acquire: :HTTP.new
cgi_parser = Debian::BTS::Parser::CGI.new(acq)
bugs = cgi_parser.parse("apt-listbugs")
bugs.each do |bugl

p bug

end

- CGI

CGIO0O0O0 bugs.debian.org 000000 CGIOOOODOOODOOO

- Index

Index D000 BTSOOOUOUOOOOOOODO index.dbOOOOOOOOOOOOapt-listbugs 000000
googogo

- DSA

DSAO0O0O0O Debian 00000000000 O0OO0OOOOOOOOOOOO

- ReleaseCritical

ReleaseCritical O Release-Critical DO 0OOD0OOD0OOO0OO

443 Bug

BugOOOO IDODOO0O00O00000000OO00O0O0OO0OOOOO

0000000000000 0DOooO00U0D0OO0O0apt-listbugs D000 OOOO0OODOOOOOOOODOO
goboobobooboood

444 Factory

Factory 000 0000000000000 0O0OO0OO0O0OO0O0OODOOOO0O0O0OO0O0OOOOOOOOOOOO
000000000 Factory OO0 OODOOOODOOOODOOOOOO

- PackageFactory

PackageFactory 0 .deb 00000000000 0OO0D0OOOO0ODOOOOOO

# creating new packages database

new_pkgs = Factory: :PackageFactory.create(pkgnames) do |msg, vall
config.frontend.progress(msg, val) if config.quiet == false

end

Factory: :PackageFactory.delete_ignore_pkgs (new_pkgs)
O000000000000Oapt-listbugs 0000000000000 000O0O0O
coooboooobooooooooooog...

- StatusFactory
StatusFactory 0 00 0000000000000 O000OODOOOO0O0OOODOOOO0OOOOOOOODOOOOO
goboobooooo

goboobooboboobooo...
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- BugsFactory

BugsFactory O Bug 000 0000000000000 00000O0OOOOO FactoryOOOOOOOOOO
0000000000000 000000000D0000D0000D000000000dBugsFactory DOOODOOO
O00oooooooog

gobooboooboooo...

445 Viewer
Viewer 00 0000000000000 O0ODOOOOO
- SimpleViewer
SimpleViewer 0 0000 0000000000000 OOOOOOOOO

critical bugs of cron (3.0pl1-86 -> 3.0pl1-87) <done>

#282722 - Network install of Debian Woody Alpha - cron corrupt on debian servers 7
grave bugs of strace (4.5.8-1.2 -> 4.5.9-1) <done>

#294172 - strace - builds no s390 binary

grave bugs of gaim (1:1.1.2-3 -> 1:1.1.3-1) <done>

#295904 - gaim: 1.1.3-1: dies with SIGABRT on startup

grave bugs of reportbug (3.7.1 -> 3.8) <done>

#295853 - reportbug includes sensitive information in report
grave bugs of cdbs (0.4.26-4 -> 0.4.27-1) <open>

#295884 - cdbs: Changes control file to add new build dependency.
grave bugs of libdb4.3 (4.3.27-1 -> 4.3.27-2) <open>

#294163 - 1libdb4.3: build failed on hppa

Summary:

strace(l bug), gaim(l bug), cron(l bug), cdbs(l bug), 1libdb4.3(1 bug), reportbug(l bug)

Are you sure you want to install/upgrade the above packages? [Y/n/7/...]

- RSSViewer
RSSViewer 000000 RSS (Really Simple Syndication) 000000000

FoSSAR) BETE) FEws() FRO) O EsEE) ~LFH

v @R X

~u K342 | bugs.debian.org/cgi-. .. |bugs.debian.org;’cgi—... |bugs.debian.orgr’cgi—... |

aft a |~y Sy

20055E02R17H D2FH48A01F CAN-2005-0011: Buffer overflows in fliccd of kstars of kdeedu

20054E028 138 01FF33405FF CAN-2005-0365: insecure temporary file creation in kdelibs 3.3.2
20054F028 128 14485015 FWD: insecure temporary file creation in kdelibs 3.3.2

2005F028 108 1161845055 Two problems in Firefox

20054F025 038 1561841 1F IDN support allows domain name spoofing

20054E0285 098 15651844055 IDN support allows domain name spoofing

2005F025 030 14F48708FF FWD: [SECURITY] [D3A 664-11 New cpio packages fix insecure file permissions

B{E7: Security Issues onilnote

FEw#: reportbugincludes sensitive information in report

*Bug#295853
*Package: reportbug
*Severity. grave
*Status: done

*Tags: sarge, security

nEAY repartbug -
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45 00O

O00apt-listbugs 00000000 ODODOOapt-get upgrade 000000 apt-listbugs 0000000000
000000000000000000000000000000000000000000000DoooooOoo0o
0000000000000 00000000000000000000apt-listbugs 0 changelog 000000
"closes: Bug#XXXX” 0000000000000 0OO0OO00O0OO0OO0O0OO0OOOOOOOOOOUOOOoOOOO
goooooooobbbobobbbbbbooooooddddggoooobobobbobbbbobooo
ooooo

0000 open,done 000 0000000000000 O00OOOOD0OO0O0OOOOOOOOOOOOOOOOO
0000000000000 000000000000000000000000 Debian ODOO0OOOOOOOOO
0000000000000 000000000000000000000O0000D0D0O0O0ODUUoooOOoOO
000000000000 000000000000000000000oooon

000000000 apt-listbugs 0000000000000 “Version” 0000000000 0D0O0OOOOOO
0000000000000 0000000000o0oooooooa

e 00O ODOODODO
e JI0O0OODOOOOOOOOODOOODOOOOOOO

0000000000000 00000000000D apt-listbugs 0 CGIOOOO0OOO0O0OOOOOOOO
000000000000000000 SinceO Fixed-In 0000000000000 OOOOOOOOOOOO
ggod

46 Tips

apt-listbugs 00 0000000000000 D0O0O0O0ODOOO0OODOO0O

46.1 RSSOOODOOOOOOOO

dpkg --get-selections | grep -v deinstall | awk -F’ ’ ’{print $1;}’ | \
xargs -n $num /usr/sbin/apt-listbugs -y -q -T security --title \

"Security Issues on ‘hostname --fqdn‘" rss

00000000 /usr/share/doc/apt-listbugs/security 000000

462 0000O0ODOOOODODOOODOOOOOOOOO

grep —e “Package: < debian/control | cut -4’ ’ -f2- | \
xargs /usr/sbin/apt-listbugs -S outstanding,open \

critical,grave,serious,important,normal,wishlist,minor list

00000000 Jusr/share/doc/apt-listbugs/deblistbugs 000000

47 OO0

apt-listbugs 0000000000000 0OOOOU0O000O0ODOOOO0DO0DODODOOOODODOOODODOOOOO
apt-listbugs 0 webrick 000000000 http 0000000000000 O0000ODOOOOOOOOOO
apt-listbugs 00 0000000000000 00UObts2ldap 00000 LDAPUOOODOOODOOODOOOUOO
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goooo

48 00O

e Debian - http://debian.org/
e Debian Bug Tracking System - http://bugs.debian.org/
e http://lists.debian.org/debian-devel /2003/08 /msg02376.html
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00000d Debian OO0 2005

5 debbugsO O OO0

51 0O0O0ODO

00000 Anthony Towns 0 0000000 debeconf5 00000000000 00000DOOOOOOOO
Anthony Towns D00 0D0O000O0O0000O0OO0O0DO0OO0DOOO0OOOOODOOOOOOOOOOOOOOOOO
goooo

Debian Bug Tracking System (BTS) DO 00 Debian 000 0000000000000 OOOOOODOOOO
0000000000000 0000000000Debian0 00000000000 ODOOOOOOOOOOOO
0000000000000 O0Debian0000000000000000O0O0O0OOOOO0OOOOODE

Ooo0oOooos000000boooo0ooooooo2310000000000000O000O0ODODODOODODOOD
OO0 1oododoofoooodooooOd0oooooooooo0oooO0ooUoDoUooooDoOUoOooo
000oo00o0oO0o0oo0ooooooooooooooo

Anthony Towns 0 0000000000000 0O0OOOOOUOOOOO

e IO00IDOO0ODOO OOOOOOOOOOODOOOOOOOODOOOOOOOOOOOOOOOOOOOOO

ooo

ooooOoooobobo ooooooboooobooooboooobooooooog

coooboooobobo:00obo0ooooooooooooog

ooo0o0O boooooooooboocooboooooooooobOoboOooooOoOoooOobOoOoOobOboOooobooOoon

ooooo

too0o0O boboooooOooooobooboooboOooooOooOooOboOooboOoOoooooa

e J00 ODUDDODOO Debian DO OOOODOODOOOODODOOOOODODOOOODODOOODODOOOOOODO
ooooogo

52 0O00O0OO

oobOoobooooooboooboooOooOo0oOoOooOOoOoOoOoOoO0oOOoOoOOOobOOoOobOOoOobOO0OOObOODn
cooooooobobooooooooobooooboboooooon

goooooooboooooooodooooooooooooboooooooooooooobooooooonn
coobooooooooooboOoobobocooooooon

status DO 0000000000 O0ODODODODOreport 00000 0O0ODOODODOOOOOOOODODO
close 000000000 OODOOOOO

e /org/bugs.debian.org/spool
— incoming/
x T.*
« S[BMQFDU RC] *.*

*2DebianDDDDDDDDDDDDDDChangelOgDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDDD
goooooooooooo
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*

R[BMQFDU RC]| *.*
I[BMQFDU R(] *.*
+ G[BMQFDU RC] *.*
+ PBMQFDU R(] *.*
~ db-h/
x 00/

*

- 314200.log
- 314200.report
- 314200.status
- 314200.summary
x ..
x 99/
— archive/
* 00/
x .
* 99/
— index.db — index.db.realtime 0 0 000000000
index.archive — index.archive.realtime 0 0 000000000

nextnumber

5.2.1 incoming
incoming0 0000000000000 O0O0O0OO

e Treceive 10O OOOODOODO

e SSPAMOODODO

e RSPAMODOO

e [SPAMOIUIDOOOODO

e Gservice 0 process 100000000

e P process [

oobboooobobooooooooobOoOoboboOoOooooOOoOoboboOoOooOoOoOobOOoOobOOoOobOOOoOoDObOOoDn
o000ooooooooooooooooooo Iboooooo Ibpoooooooooooooooooooon
coooodood

e B: 1000000 Isubmit@ 1234Q
»-maintonly 0000000000000
:BTSOOOOODOO-quiet
Jd0ooooooogoooogd -forwarded

: 0000 -done

0000000000 -submitter
:00000000000000000 request@
:00000000000000000 control@

[ )
Q® a0 "o =z
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5.2.2

Status O Summary

status U OO 0O0O0O0DOO0O0OODOODOO0O0ODOO0O0ObOO000LOb000ooDboooboooLbOoOoon
goooogg

0000000000000
oo (0)

0ooooo

00000000000 ID
00000000000000000

00

cose 10000000000
00000000000 URL(forward 00000 0)
000000000000

severity

summary 00000 RFC8220 0000000000000 O0ODOO Format-Version: 20 300000000
000030000000000 RFC1522(MIME)0000000DOO0OOOOOOODOO

523

Format-Version: 00000000000 OOO
Submitter: 0000000000000

Date: 00O (O)

Subject: OOOO0O0O
Message-ID: 00O O0O0OO0O0OCO0O ID
Package: 0000000000000 OOOO
Tags: 00O

Done: close 00000000000
Forwarded-To: 00000000000 URL(forwardD0O0O0DODOO)
Merged-With: OOOOOODOOODOO
Severity: severity

Owner: 0O OO0OO

log0 OO0

00000000 leg00000DO0DO0OO0ODODOOOOOOUOOOUUODODODUOOOODODODOOOODODOODOOODOOO
00000000 HTMLODOODODOODODOOOODOODOOO0oDooDooo0ooooooooooooooooon
0000000000000 0o00O000000000o0O0000O0000O00D0OO0O0DOOoOO

000000000000 0o000o0o00o0Uooo0000o0oooo0oo000000o0ooooOooooooon
Jdoooooooooooooooboboon O30(8DD)DDDDDDDDDDDDDDDDD

000 Debbugs:Log 00000000

kill-init: J 000000000000

incoming-recv: 07: 0 00O go OO O O Received:O

autocheck: 01: X-Debian-Bugs-... 000000000000 autowait 00000
html: 06: 0000000 HTML

recips: 02: 00000000 OOOCOODOOO

go: 05: 0O0OOOO
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e co-nox: X: 100000 OXODOOOOO
e killlend: 03: DO DODODODODODOO
e autowait: gonox 00 OO0 OOOODOODODOODOOODOOODOODO

524 IndexOO OO

index 00000 Opkgreport.cgi00 0000000000000 0O0O00OO0O0O0OO0O0O0OO0O0OOOOOOOO

0 O 0O O by-package.idx O by-severity.idx 0000 0000000000000 0O0OOOO0OOOODOOODOOO
doooooooooobobobobobooddddoooooooobo bbbl oooooO
oooooooo

0000000000000 0O00000D0O0D0O0O00000D0O0000000000000000DDdseverity
00000000000000000000000000

pbuilder 317998 1121196782 open [Junichi Uekawa <dancer@netfort.gr.jp>] normal

53 O0O0O0OOO

debbugs 0000000000000 O0DOODODOOOCOCOOOOO0U0OO0OOODODODODODODOODOOOCOODOOO
OO000o0000oooooooooooooooooooooooooooon cGloooooooooog
000000000 /ete/debbugs 000000

53.1 00000000
oobooooooocooooooon

e errorlib: 0O OO0

e receive: MTAO OO OOOODOOO

e spamscan: DO 0O0O00O SPAMOOOOOO

e processall: process O service O OOOODOO0O

e process: 1O OODOOOOOO

e service: control@ 0 report@ 00O OO0

e expire: close 00000 28000000000000000O0O0O
e rebuild: index OO O OOOOOO

receive O rebuild OO0 cron 000000000015 0000000000000

532 CGloOoooO
CGlOOOOerrorlib0 00 0000000000000 00OO0O0OOOOOOOO

e bugreport.cgi: 0000000 O0O0O0O

e pkgreport.cgi: 100000000000 OOOOOOODOONO
e pkgindex.cgi: 000000 severity 00000000

e common.p: 00000 OOOOO

pkgreport.cgi 0 0 0000000000000 0O0O00O00O00O0O00O0O0O000O0O0OODOOO0ODOOOOOO

oooo

533 0000000
debbugs 00000 CVSOOOOOOOO ODebian Developer 000000 0 0O O merkel.debian.org O
/org/bugs.debian.org 00000000
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54 O0OO0OOOODOO

Anthony Towns 0 000000000000 OO0OO0OOOOOCOOOOO

541 000OO0OOOOOOOO
O0000o000O0oOO0o0o00o0oUo00o0oOoUoOOo0oOOU0OO0OOoU0O0UO0OUDOOoOUDOOUDO
00000000000 00000000 VersionOOOOODOOOOODODDOOOOOODOOOOOODOOODO
ooooooooon
http://lists.debian.org/debian-devel-announce/2005/07/msg00010.html

close 0O0OO OODOOO
000000000000 D0000BTSOOOOOOOOOOO| reassign 0000 00000 00000
found 0000 00000

O0D0katieD0OOOD0OO0O00O close000000O0O0OD0OODODOOOODODOOOOOOOOOOODOOOO BTSOO

O00Oclose000000000000000000O0O0O0O0O]|  source-Version: 000D

CGIOOOOOversion 00 000000000000000000000003293443000.400 open
0000005 00 close 000000O00O00ODO http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=
cowdancer&version=0.4] 0 http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=cowdancer&version=
o.5000000000000000004d

Jorg/bugs.debian.org/spool/db-h/44/329344.summary 0 00 0000000000000000D0000O0OO

Format-Version: 2
Found-In: cowdancer/0.4
Done: Junichi Uekawa <dancer@debian.org>
Subject: cowdancer: cow-shell does not start, gives error
o0oo Date: 1127295198
Submitter: Francesco Potorti‘ <Potorti@isti.cnr.it>
Fixed-In: cowdancer/0.5
Package: cowdancer
Message-Id: <E1EIOYD-00031E-00@pot.isti.cnr.it>
Severity: grave

542 00000
http://lists.debian.org/debian-devel-announce/2005/09/msg00002.html
request@bugs.debian.org 1 0 00 0000000000000 0O0O0O0OOOOOOOO

user aj@azure.humbug.org.au

usertag 18733 + good-reasons-to-run-for-dpl

usertag 18733 + still-cant-believe-it-finally-got-fixed
usertag 62529 + your-days-are-numbered

O000O0D0uwsers=00000000000000000000O0O0DOODO

http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=dlisp;users=dancer@debian.org

O00tag0O00000O00DOuwsers=00000000000000000000000O0OCOOO0O0OOOOO
ooo

http://bugs.debian.org/cgi-bin/pkgreport.cgi?tag=ignore-for-now;users=dancer@debian.org

543 0000

000000000000 000O000O000D000O000000D0DO0O0OO000000 Ohttp://1ists.
debian.org/debian-devel-announce/2005/07/msg00014.html

0000 -subscribe@bugs.debian.org 00 0000000000000 O0OO0O0O0O0O0OOOO0OOOODOO
O0o00oOoO0oooooooooo

*3/http://bugs.debian.org/329344
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http://lists.debian.org/debian-devel-announce/2005/07/msg00010.html
http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=cowdancer&version=0.4
http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=cowdancer&version=0.4
http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=cowdancer&version=0.5
http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=cowdancer&version=0.5
http://lists.debian.org/debian-devel-announce/2005/09/msg00002.html
http://bugs.debian.org/cgi-bin/pkgreport.cgi?pkg=dlisp;users=dancer@debian.org
http://bugs.debian.org/cgi-bin/pkgreport.cgi?tag=ignore-for-now;users=dancer@debian.org
http://lists.debian.org/debian-devel-announce/2005/07/msg00014.html
http://lists.debian.org/debian-devel-announce/2005/07/msg00014.html
http://bugs.debian.org/329344

544 O00D0OCOOO
gogboogpobgoboobooobodbogooboobogpobooboobobooboobooobg

block 00000000 by O0O0O0OOODO
unblock 00000000 by OOOOODOO

5.4.5 mindays maxdays
mindays, maxdays 00 0 0000000000000 0OOCOOO0000O0OODOOOOOOOOU0O0OODOOOO
obobooooooooboo
http://bugs.debian.org/cgi-bin/pkgreport.cgi?maint=dancer@debian.org&maxdays=90 O |http:
//bugs.debian.org/cgi-bin/pkgreport.cgi?maint=dancer@debian.org&mindays=900 000000000

546 0000O0OO0OOO
Google O master.debian.org 0000 DoSOOODOO0O0O0O0OOOOOODDOOOOOOO BTSO googleO OO
0000000000 000O0LO0o0O0O0o0OO0oOoOo0oOOoDoOooOoooOo
0000000000000 0D0O0 (FABRE)DOOOOOOODOODOOODOOOODODOOODOOOOOODO
0000000000000 0000O000DODO000000000000D0000Ohttp://fabre.debian.net/

5.4.7 debian-bugselDO0OO0O0ODO

reportbug 0 viOOOOOOOOUOOOUOOODOUOODODOOUODOOUOEmMacs00000000O0OODOdebian-
bugs.elOOODODO debian BTSOOOOOOOOOOOOO

0 O O 0O O debian-changelog-mode 0 0 0000000000 Ochangelog0 0000000 0OODOOOOOO
0000000000000 Bugs close 000000 O debian-changelog-close-bug 0000000000 (ODODO
000000)0000000O00000O00O0OOO0OOoO

dsh (0.25.6-2) unstable; urgency=low

* Bug fix: "How to control dsh timeout time?", thanks to Junichi Uekawa
(Closes: #281012).

* Bug fix: "allow exclusion of host from list of hosts.", thanks to
Junichi Uekawa (Closes: #289766).

* Bug fix: "dsh: -c -i hangs if no input under current design", thanks
to Charles Fry (Closes: #241531).

00000 2078 00000000000000000O000O00O0O000O00000000000000
god

ooo00o0000oooooO000000obOoOo0O0000ooDooOO00 HTMLOOOOOOOODOODO
0000000000000 0000000000000000000D0DODOO emacs-goodies-el:/elisp/debian-
el/debian-bug.el(debian-bug-build-bug-menu) 0 O O

BTSOODOOOOOOOOOO0OOOOO0OOO0O0OOO0OOO0ODOO0OO0O0O0OO0O0O0OO0Oo0oooUoOooOoo
O0ooooooooog

00000 submitter 0000000000000 D00OO0DOODDOOD thanks to XXXX (closes: XXXX)’
o0o00o0ooooo0o0o0ooooOo000oOo0o0oooooO00o0oooO00o0oooOoOOOo0oDoOoDOOO
goo

*4http://bugs.debian.org/207852
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http://bugs.debian.org/cgi-bin/pkgreport.cgi?maint=dancer@debian.org&maxdays=90
http://bugs.debian.org/cgi-bin/pkgreport.cgi?maint=dancer@debian.org&mindays=90
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(with-temp-buffer
(message "Fetching bug list...")

(call-process "wget" nil ’(t t) nil "--quiet" "-0" "-"
(concat
"http://bugs.debian.org/cgi-bin/pkgreport.cgi?src="
package))

(message "Fetching bug list...done")
(goto-char (point-min))
(while
(re-search-forward
"\\ (<H2.*</a>\\ (. +\\) </H2>\\)\\ | \\ (<1i><a
href=\"\\(bugreport.cgi\\7bug=\\([0-9] +\\)\\)\">\\ (#[0-9]+: \\(.+\\)\\)</a>\\)"
nil t)
(let ((type (match-string 2))
;3 (URL (match-string 4))
(bugnumber (match-string 5))
(description (match-string 6))
(shortdescription (match-string 7)))
(cond
(type
(setq bugs-are-open-flag (not (string-match "resolved" type)))
(save-excursion
(set-buffer debian-bug-tmp-buffer)
(insert "\"-\"\n\"" type "\"\n")))
(t
(setq bug-alist (cons (list bugnumber description) bug-alist))
(when bugs-are-open-flag
(when (and (re-search-forward
"Reported by: <a class=\"submitter\"
href=\"pkgreport.cgi\\?submitter=[";]+;arch=source\">"
nil t)
(or (looking-at "&quot;\\(.*\\)&quot; &lt;")
(looking-at "\\(.*\\) &1t;")))
(setq shortdescription
(concat "Bug fix: \"" shortdescription
"\", thanks to "
(debian-bug-rfc2047-decode-string
(match-string 1))
" (Closes: #" bugnumber ").")))
(setq bug-open-alist
(cons
(list bugnumber shortdescription)
bug-open-alist)))

000 changelog 00000 OO 0O emacs-goodies-el:elisp/dpkg-dev-el /debian-changelog-mode.el(debian-
changelog-close-bug) 000000
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e 13:10- quiz

e 183:30-000OOOMO
e 19:00- O O

e 19:10- 00 OO

e 20:10- O O

e 21:00- O O
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00000 Debian 000 2005

ooooooo 100 2900000000000
oooooooooo 11o120o0o00D000000000000000000O0O0O0O0C
oooooooooog
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